Relevant provisions of the Companies Act, 2013 :

Section 2(12) : “book and paper” and “book or paper” include books of account, deeds, vouchers, writings,
documents, minutes and registers maintained on paper or in electronic form;

Section 2(36) : “document” includes summons, notice, requisition, order, declaration, form and register, whether
issued, sent or kept in pursuance of this Act or under any other law for the time being in force or otherwise,
maintained on paper or in electronic form;

Section 2(65) : “postal ballot” means voting by post or through any electronic mode;

Section 120 : Without prejudice to any other provisions of this Act, any document, record, register, minutes, etc.,—
(a) required to be kept by a company; or

(b) allowed to be inspected or copies to be given to any person by a company under this Act, may be kept or
inspected or copies given, as the case may be, in electronic form in such form and manner as may be prescribed.

Section 128. (1) Every company shall prepare and keep at its registered office books of account and other relevant
books and papers and financial statement for every financial year which give a true and fair view of the state of the
affairs of the company, including that of its branch office or offices, if any, and explain the transactions effected
both at the registered office and its branches and such books shall be kept on accrual basis and according to the
double entry system of accounting:

Provided that all or any of the books of account aforesaid and other relevant papers may be kept at such other place
in India as the Board of Directors may decide and where such a decision is taken, the company shall, within seven
days thereof, file with the Registrar a notice in writing giving the full address of that other place:

Provided further that the company may keep such books of account or other relevant papers in electronic mode in
such manner as may be prescribed.

Section 397: Notwithstanding anything contained in any other law for the time being in force, any document
reproducing or derived from returns and documents filed by a company with the Registrar on paper or in electronic
form or stored on any electronic data storage device or computer readable media by the Registrar, and authenticated
by the Registrar or any other officer empowered by the Central Government in such manner as may be prescribed,
shall be deemed to be a document for the purposes of this Act and the rules made thereunder and shall be admissible
in any proceedings thereunder without further proof or production of the original as evidence of any contents of the
original or of any fact stated therein of which direct evidence is admissible.

Section 402: All the provisions of the Information Technology Act, 2000 relating to the electronic records,
including the manner and format in which the electronic records shall be filed, in so far as they are not inconsistent
with this Act, shall apply in relation to the records in electronic form specified under section 398.



The Companies (Management and Administration) Rules, 2014

Rule 3. Register of members.-

(1) Every company limited by shares shall, from the date of its registration, maintain a register of its members in
Form No. MGT.1:

Provided that in the case of existing companies, registered under the Companies Act, 1956, particulars shall be

compiled within six months from the date of commencement of these rules.

(2) In the case of a company not having share capital, the register of members shall contain the following
particulars, in respect of each member, namely:-
(a) name of the member; address (registered office address in case the member is a body corporate); e-mail
address; Permanent Account Number or CIN; Unique Identification Number, if any;
Father's/Mother’'s/Spouse’s name; Occupation; Status; Nationality; in case member is a minor, name of the
guardian and the date of birth of the member; name and address of nominee;
(b) date of becoming member;

c) date of cessation;

d) amount of guarantee, if any;

e) any other interest if any; and

f) instructions, if any, given by the member with regard to sending of notices etc:

Provided that in the case of existing companies, registered under the Companies Act, 1956, particulars shall be

compiled within six months from the date of commencement of these rules.
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Rule 27. Maintenance and inspection of document in electronic form.-

(1) Every listed company or a company having not less than one thousand shareholders, debenture holders and
other security holders, shall maintain its records, as required to be maintained under the Act or rules made there
under, in electronic form.

Explanation.- For the purposes of this sub-rule, it is hereby clarified that in case of existing companies, data shall be

converted from physical mode to electronic mode within six months from the date of notification of provisions of

section 120 of the Act.

(2) The records in electronic form shall be maintained in such manner as the Board of directors of the company may
think fit,

Provided that -

(a) the records are maintained in the same formats and in accordance with all other requirements as provided in
the Act or the rules made there under;

(b) the information as required under the provisions of the Act or the rules made there under should be
adequately recorded for future reference;

(c) the records must be capable of being readable, retrievable and reproducible in printed form;

(d) the records are capable of being dated and signed digitally wherever it is required under the provisions of the
Act or the rules made there under;

(e) the records, once dated and signed digitally, shall not be capable of being edited or altered;

(f) the records shall be capable of being updated, according to the provisions of the Act or the rules made there
under, and the date of updating shall be capable of being recorded on every updating.

Explanation: - For the purpose of this rule, the term "records” means any register, index, agreement, memorandum,

minutes or any other document required by the Act or the rules made there under to be kept by a company.



Rule 28. Security of records maintained in electronic form.-

(1) The Managing Director, Company Secretary or any other director or officer of the company as the Board may
decide shall be responsible for the maintenance and security of electronic records.

(2) The person who is responsible for the maintenance and security of electronic records shall-

(a) provide adequate protection against unauthorized access, alteration or tampering of records;

(b) ensure against loss of the records as a result of damage to, or failure of the media on which the records are
maintained;

(c) ensure that the signatory of electronic records does not repudiate the signed record as not genuine;

(d) ensure that computer systems, software and hardware are adequately secured and validated to ensure their
accuracy, reliability and consistent intended performance;

e) ensure that the computer systems can discern invalid and altered records;

f) ensure that records are accurate, accessible, and capable of being reproduced for reference later;

g) ensure that the records are at all times capable of being retrieved to a readable and printable form;

h) ensure that records are kept in a non-rewriteable and non-erasable format like pdf. version or some other version

which cannot be altered or tampered;

(i) ensure that at least one backup, taken at a periodicity of not exceeding one day, are kept of the updated records
kept in electronic form, every backup is authenticated and dated and such backups shall be securely kept at such
places as may be decided by the Board;

(i) limit the access to the records to the managing director, company secretary or any other director or officer or
persons performing work of the company as may be authorized by the Board in this behalf;

(k) ensure that any reproduction of non-electronic original records in electronic form is complete, authentic, true and
legible when retrieved;

() arrange and index the records in a way that permits easy location, access and retrieval of any particular record;
and

(m) take necessary steps to ensure security, integrity and confidentiality of records.
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. Rule 29. Inspection and copies of records maintained in electronic form.-

Where a company maintains its records in electronic form, any duty imposed by the Act or rules made there under to
make those records available for inspection or to provide copies of the whole or a part of those records, shall be
construed as a duty to make the records available for inspection in electronic form or to provide copies of those
records containing a clear reproduction of the whole or part thereof, as the case may be on payment of not exceeding
ten rupees per page

Rule 30. Penalty
If any default is made in compliance with any of the provisions of this rule, the company and every officers or such
other person who is in default shall be punishable with fine which may extend to five thousand rupees and where the

contravention is a continuing one, with a further fine which may extend to five hundred rupees for every day after the
first during which such contravention continues.

The Companies (Accounts) Rules, 2014

Rule 3. Manner of books of account to be kept in electronic mode.-

(1) The books of account and other relevant books and papers maintained in electronic mode shall remain accessible
in India so as to be usable for subsequent reference.

(2) The books of account and other relevant books and papers referred to in sub-rule (1) shall be retained completely
in the format in which they were originally generated, sent or received, or in a format which shall present
accurately the information generated, sent or received and the information contained in the electronic records
shall remain complete and unaltered.



(3) The information received from branch offices shall not be altered and shall be kept in a manner where it shall
depict what was originally received from the branches.

(4) The information in the electronic record of the document shall be capable of being displayed in a legible form.

(5) There shall be a proper system for storage, retrieval, display or printout of the electronic records as the Audit
Committee, if any, or the Board may deem appropriate and such records shall not be disposed of or rendered
unusable, unless permitted by law:

Provided that the back-up of the books of account and other books and papers of the company maintained in

electronic mode, including at a place outside India, if any, shall be kept in servers physically located in India on a

periodic basis.

(6) The company shall intimate to the Registrar on an annual basis at the time of filing of financial statement-

a) the name of the service provider;

) the internet protocol address of service provider;

) the location of the service provider (wherever applicable);

) where the books of account and other books and papers are maintained on cloud, such address as provided by

the service provider.

Explanation.- For the purposes of this rule, the expression "electronic mode" includes “electronic form” as defined in

clause (r) of sub-section (1) of section 2 of Information Technology Act, 2000 (21 of 2000) and also includes an

electronic record as defined in clause (t) of sub-section (1) of section 2 of the Information Technology Act, 2000 (21

of 2000) and “books of account ” shall have the meaning assigned to it under the Act.
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