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Dear Customer,
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CHINA CYBERSECURITY LAW, CHINA DATA SECURITY LAW AND PERSONAL
INFORMATION PROTECTION LAW
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The China Cyber Security Law (*CCSL") has come into effect on 01 June 2017, the Data
Security Law of China ("DSL") has come into effect on 1 September 2021, and the Personal
Information Protection Law of China ("PIPL") has come into effect on 1 November 2021. Both
the DSL and PIPL, together with the China Cyber Security Law (collectively, the “Laws”),
impose a wide range of obligations on companies operating in China. We have received
various requests from customers to share our thoughts and experience regarding the Laws
and hope that you will find this letter useful.
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SAP’s Role as a Technology Provider
SAP {E AT ARG A B

We have received many queries from customers asking how SAP’s solutions and products
support customer compliance with the Laws.
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As a technology provider, SAP supports customers’ compliance efforts by delivering technical
features and functionalities that help customers to comply with applicable laws. The software
and products developed by SAP reflect the concept of “privacy by design and default” under
the EU GDPR. Depending on the nature of our products and solutions, they may contain a
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variety of functions and features, such as built-in consent management, functionalities that
identify and report on data processed, data retention and deletion functionalities to help
minimize, block, and purge data, information lifecycle management, reporting of personal
data to an identified data subject, and others, that are available to support customers to
comply with the requirements of different data protection and privacy laws and regulations,
including those under the EU GDPR. To learn more about SAP’s security and data protection
measures, please visit SAP’s Trust Center at: https://www.sap.com/hk/about/trust-
center.html.
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Vif: https://www. sap. com/hk/about/trust—center. html .

In response to the PIPL and the DSL, SAP has initiated a dedicated compliance review program
to review our current set of "GDPR-ready” product standards, functions, and features against
the requirements of both laws and relevant regulations. We are aware that both the DSL and
PIPL have been promulgated in 2021 and the authorities continue to release related
implementing regulations, government directives, standards, and other guidelines in a
progressive manner to support full implementation of both laws. We are therefore mindful of
the fact that the requirements of both laws may progressively evolve, and we are adopting
an on-going and progressive effort to break down the latest requirements of the laws and
relevant regulations and focusing on developing and providing any additional technical
solutions and functionalities that may be useful for our customers to utilize in compliance with
the respective requirements under both laws and related implementing regulations.
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Data Localization and Cross-Border Data Transfer Conditions
KT HIE A Hb AL N B BB e

We understand the Laws contain provisions relating to data localization and cross-border data
transfer conditions relating to certain types of data. We are also aware that several draft
Regulations have recently been released by the authorities for public comments, and along
with the release of the Practice Guideline of Cybersecurity Standards-Specification for Security
Certification of Cross-Border Transfers of Personal Information by TC260 on 24 June 2022,
the Provisions on Standard Contracts for Cross-border transfers of Personal Information (Draft)

2

This letter contains SAP confidential and proprietary information and may only be used by the recipient to whom SAP
sends this letter to. Further distribution of this letter in any manner is strictly prohibited.

PEAE RS SAP (REAM LA EE, AUt SAP M H AR BE R N PR DA 3k — 2 7 R A £



on 30 June 2022 and the Measures for the Security Assessment of Data Cross-border transfer
by The Cyberspace Administration of China ("CAC") on 7 July 2022 (together, the “CBDT
Measures”), the implementing rules for data cross-border transfer mechanisms are constantly
developing.
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Nevertheless, from a technical perspective, we can share our experience in helping our
customers address typical issues relating to data residency, personal information protection
and cross-border data transfer.
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We are aware for instance that our customers typically choose one of the three deployment
models below for their SAP solutions:
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(1) One global instance located offshore for all group entities, including their Chinese
subsidiaries;
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(ii) One local instance located onshore in China primarily for the Chinese subsidiaries
but offshore entities can also remotely access subject to safeguards; or
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(iii) One global instance located offshore for all group entities other than the Chinese
subsidiaries, and one local instance located onshore for the Chinese subsidiaries.
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We are aware that the CBDT Measures have presented various new scenarios and conditions
for cross-border data transfer for personal data and important data under the Laws for both
Critical Information Infrastructure Operators (“CIIO”s) and non-CIIOs. Customers need to
decide which model to use given their specific circumstances, taking into account all factors,
including regulatory compliance, types and volume of data processed, data center, business
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operations structures (e.g., closely or loosely coupled) and technical requirements (e.g.,
performance issues). The Laws are complex and may apply differently to different customers.
We encourage customers to seek independent legal advice and pay particular attention to any
notice or guidance from the Chinese regulators for customer’s industry sector.
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SAP’s DSL and PIPL Compliance Program
KT SAP KIBZEMAMREE SR B

SAP has formed a cross-functional compliance team to roll out a dedicated compliance
program to respond to the PIPL, the DSL and the CBDT Measures. SAP is committed to ensure
our operations and internal processes comply with the Laws, and the compliance team is
closely monitoring the development of the Laws and their supporting regulations, and is
working closely with the development and operational units across SAP to ensure our products,
operations and services comply with the applicable legal requirements. Our goal is to provide
customers with flexibility and choice in using their SAP solutions to meet their business and
compliance objectives.
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This letter does not provide any legal or regulatory advice.
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SAP will provide future updates on the direction of our compliance activities as they become
available. In the meantime, our business operation in China continues as usual.
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SAP (China) Co., Ltd.
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