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	[bookmark: Top_e]Vulnerability Assessment Request Notification
Rules for Vulnerability Assessment

		a. The completed Vulnerability Assessment Request Form must be received by SAP at least 5 business days before the “Preferred Start Date” of the testing period for non-Business hours testing and at least 15 business days before “Preferred Start Date” for Business hours testing. SAP operations team will review and notify the Authorized Contact of the approved testing period. Duration of testing period shall not exceed 3 weeks. Notwithstanding any approval of any testing period, SAP reserves the right at any time to reschedule, shorten or cancel such testing period for any reason, including for maintenance activities.
b. When planning for the test, please note that the permitted window for conducting tests is during non-business hours as follows:
	Data Center’s Local Time Zone:
	Permitted Window for Testing:

	US Data Centers
	9:00PM to 5:00AM Pacific Time

	EU Data Centers
	9:00PM to 5:00AM Central European Time

	Asia Pacific Japan/Greater China Data Centers
	9:00PM to 5:00AM Australian (EST) Time


c. Testing outside of the above permitted windows is prohibited unless specifically requested as part of the scope.
d. Customer is permitted to conduct no more than one test per major release of the Cloud product or component being tested.
e. Customer may only carry out vulnerability testing on its own Customer-specific Cloud solution landscape. Conducting scanning, penetration testing or other forms of security assessment on any other systems, including shared resources is strictly prohibited.
f. Each test request is unique and will be dealt with as such. A detailed scope of the testing plan must be provided and approved, before any testing can take place.
g. Vulnerability assessment must be non-load bearing. Denial of Service, Distributed Denial of Service and other destructive tests, including but not limited to DNS poisoning, root-kit installation are strictly prohibited.
h. Customer must not (and shall ensure that any third party performing the tests on its behalf must not) disclose the testing process, the test results or any issues found to any person or entity, except with the explicit written authorization from SAP. Such information must be treated as strictly confidential information. Nothing in this document authorizes the results to be released.
i. Customer must provide SAP with a test report containing results of testing and any issues found, as well as the descriptions of the tests and findings, the severity rating and instructions to reproduce the issues (if any). SAP may request that the results from the tests and issues found, if any, be summed up in the format provided by SAP (in an Microsoft Excel file).
j. SAP requires the IP address (one or two, but not a range) of the scanning source, to temporarily white-list this IP address in our monitoring stations. The source IP address must be specified in this form. If there is any change of IP address (be it source or target), Customer must immediately stop further testing, inform SAP, and wait for SAP to approve the change of IP address before continuing with testing.
k. If the testing cannot be completed within the permitted testing period, SAP must be notified by email and Customer must stop and wait for SAP’s approval to extend the testing period before continuing with testing.
l. Any deviation from the above will be considered an unauthorized attack against SAP infrastructure and be handled accordingly. This may result in a disruption of service to Customer. In certain jurisdictions, such actions may also be considered a criminal offence under computer misuse or similar legislations.


m. Product specific restrictions:
· Business by Design (ByD) – Penetration testing approval only for non-production environment.
· [bookmark: _GoBack]Success Factors (HXM) –  Business hours testing request needs15 business days for processing.
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